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Examples of the cryptographic properties of

Boolean functions

1. Nonlinearity
2. Algebraic immunity
3. Nondegeneracy

4. Correlation immunity



Existing construction methods

1. Brute-force search method

The search of functions in the sets which a priori possess
a positive set of properties:
e Maiorana-McFarland class

e PS class

2. Recursive method
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The main aspects of this paper

1. Method of functions construction with the specified order
of correlation immunity based on a combination of the
above-stated approaches

o The construction of a base set
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The main aspects of this paper

1. Method of functions construction with the specified order
of correlation immunity based on a combination of the
above-stated approaches

o The construction of a base set
e Recursive method
e Search for functions in the target dimension

Tn+m




The main aspects of this paper

2. Study of «neighbourhoods» of the already known
functions



concepts and notations

@ Let IF, be the finite field of 2 elements.
VneN V,,:(IE"Q X ... XFQ):Fg
V¥ =V, \ {0"}, where 0" = (0,...,0) € V,.

@ Boolean function of n variables is the correspondence from V,, into
F». Constant Boolean functions are denoted as 1 and 0. The set of
all Boolean functions is denoted as F,,.

@ The support 15 of a Boolean function f € F, is a set
lf ={x € V, | f(x) =1}. The weight wt (f) of a Boolean
function f € F, is a cardinality of the support. The distance
dist (f, g) between f € F, and g € F, is value of wt (f & g).



Basic concepts and notations

@ The algebraic degree deg (f) of a Boolean function f € F, of n
variables is the number of variables in the longest term ANF
(Zhegalkin polynomial).

@ For u € V, a Boolean function /, denotes a linear Boolean function
lu(x) = (u, x), where (u,x) = @_, u; - x; is a scalar product of
vectors u and x. The set {/,(x) ® blu € V,,,b € F5} of affine
Boolean functions of n variables is denoted as A,,.

@ Nonlinearity nl(f) of a Boolean function f € F, is the Hamming
distance to the set of all affine functions A,:

nl(f) = dist(f, A,) = lrgJié{] dist (£, 1).



Basic concepts and notations

@ f € F, is correlation-immune of order m, 1 < m < n (further

Cl-function), if the following equality wt (f/> = Wt(f holds for any

subfunction f of n — m variables.
@ cor(f) = max{m € N | f — correlation immune of order m}.

@ CI(n, k) = {f € Fplcor (f) = k}
CI(n) = CI(n,1)



Basic concepts and notations

@ The balanced function f € F, is k-resilient, if cor (f) > k.

@ The Walsh-Hadamard transform of a Boolean function f € F, is an
integral function Wr : V,, = Z, We(u) = ervn(fl)f(x)@@ﬂ.

@ f € F, is correlation-immune function of m order, 0 < m < n,
& Vue V,: 1< wt(u) < m, the equality Wr(u) = 0 performs.

@ Functions f, g € CI(n, k) such that f - g = 0 are called orthogonal.
Let f,g € CI(n, k) be orthogonal then f ® g € CI(n, k).



Minimal correlation-immune functions

L — linear space, L C CI(n, k).
fi,...,f, € CI(n, k) — basis L, which consist of mutually
orthogonal functions.

Cl(n,k)




Minimal correlation-immune functions

Could we expand L to L' such that L ¢ L' € Cl(n, k)?

CI(n,k)




Minimal correlation-immune functions

Expand basis:
Qsg=10Hd...&f € Cl(nk), Vie[l,rlg-fi=0.

@ Let's decompose existing functions f; into a sum of

mutually orthogonal functions f/, " € CI(n, k) for all
iell,r].



Minimal correlation-immune functions

Functions f € CI(n, k), which can’t be represented as a sum
of orthogonal functions ', f” € CI(n, k), will be called
k-minimal correlation-immune functions (k-minimal for short).

MCI(n, k) — a set of k-minimal functions of n variables.



The construction of 1-minimal functions with a

given number of variables

The truth table of function f € F, is called the matrix T¢ of
order wt (f) x n, the rows of this matrix are vectors from 17
lexicographically-ordered.

For example, for function f(x1, x2, x3) = x1x0 B x3 € F3

Tr =

= = O O
R O~ O
O = R =



The construction of 1-minimal functions with a

given number of variables

Let be 7V = {f € Fp|wt(f) = w}. Forany w € {1,...,2"}
define the map AC™):

ACM) F¥ x Vi, x {1,...,n+ 1} = F¥ ..
The function g = ACY")(f) = AC™)(f, v, i) is defined as
follows. The matrix wt (f) x (n+ 1) is formed by adding
vector v of dimension w in the truth table T¢ as i-th column.
Whereas i-th and the following columns T are shifted to the
right. The rows of formed matrix is support of function g. If
i = n+ 1, then the column is added to the end of the table.



The construction of 1-minimal functions with a
given number of variables

flx1, x2, x3, x4) g(x1,x2,x3, x4, x5)
0000 00001
0111 5 01110
1010 10101
1101 11010

g(x1, X2, X3, X4, X5) = ACS‘g(f), where v = (1010)



The construction of 1-minimal functions with a

given number of variables

Let f € CI(n) and w = wt (f). Then for any v € V,,, such
that wt (v) = w/2, and for any i € {1,...,n+ 1} the
following is true g = AC%)(f) € CI(n+1).

Let f € MCI(n,1) and w = wt (f). Then for any v € V,,
such that wt (v) = w/2, and for any i € {1,...,n+ 1} the
following is true g = AC%)(f) € MCI(n+1,1).




The search of function with a given order of

correlation immunity

e L C CI(n, k) — a linear space

@ f,...,f, € CI(n, k) — basis of mutually orthogonal
functions

The search of a (k + m)-resilient function g € L:
ecor(g)=>k+mm=>1
o wt(g)=2""1



The search of function with a given order of

correlation immunity

For any u, wt (u) > 0, and for any
g:bl'ﬂ@...@br'ﬂ,bl,...,brEFQ,
the following equality holds:

Wg(u) = bl . Wfl(U) + ...+ br . Wfr(u).



The search of function with a given order of

correlation immunity

e g — Cl-function of (k + m)-th order < for any u,
1 < wt(u) < k+ m, the equality W, (u) =0 is true.

o f; € Cl(n, k) = We(u) =0 for any u:

1<
So the function g — Cl-function with cor (g) > k
all u, k+1<wt(u) <k+m, (1) +.. + (]
are true:

wt (u) < k.

+ m & for

equations
m

by Wa(u)+ ...+ b, - We(u) =0



The search of function with a given order of

correlation immunity

The condition wt (g) = 2" is true if the following equality is
true:
by - wt(f)+ ...+ b, -wt(f,) =2""1



The search of function with a given order of

correlation immunity

In order to find (k 4+ m)-resilient function g € L it is sufficient
to find (0, 1)-solutions (b, ..., b,) of the system of

(kil) +...+ (k—ir-'m) + 1 linear equations

by - Wg(u)+...+ b, - We(u)=0, foru: k+1<wt(u)<k+m
by-wt(fi)+...+ b, - wt(f,) =2""



Analysis of «neighbourhoods» of known functions

o f € CI(n, k),
f=H®...®f, where f; mutually orthogonal functions

o f®&1eCl(nk), feol=
fi ©...® f., where f, mutually orthogonal functions



Analysis of «neighbourhoods» of known functions

/ﬁ_ﬁ\
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The results of applying the proposed methods

Consider the function f+ € Fio:

[ wt(fr) =512 [ cor(fr) =6 [ deg(fr) =3 [ nl(fr) =384 [ nd(fr) =0 |

Functions fr and fr @ 1 were decomposed on 128 1-minimal
functions with the weight 4.
The main disadvantage of fr: nd (fr) = 0.

The new function g7 has the following parameters:

[ wt (gr) = 512 [ cor (gr) =2 [ deg(gr) =7 [ nl(gr) = 360 [ nd (gr) =8 ]




The results of applying the proposed methods

The filter function f. is used in stream cipher LILI128. This
function of 10 variables has the following parameters:

[ wt(f) =512 [ cor(f) =3 [ deg(f) =6 | nl(£) =480 | nd(£) =80 |

The new function g, is constructed with the following
parameters:

[ wt(gc) =512 | cor(g.) =3 [ deg(g.) =6 [ nl(g) =480 [ nd(g.) =112 ]




The results of applying the proposed methods

The example of function construction without the use of
known «good>» functions:

o f=H®.. . @hse Cl(10,7)
o f e MCI(10,1), wt(f) = 2,i € [1,256]

[ wt (f) =512 [ cor(f)=7 [ deg (F) =2 [ nl(f) = 256 [ nd(f) =0 ]

This function is 7-resilient function and it achieves the upper
bound for nonlinearity.
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Nondegeneracy

@ A — (n x k)-matrix over I,

o f e Fy

o fAe F, fA(x) = f(xA)

@ The order of algebraic degeneracy AD (f) of f € F, is
the maximum possible value of (n — k), where the integer
k, 0 < k < n such that a function g € F, and
(n x k)-matrix A over F, exist, that there is an equality
f=g"

@ Functions with AD (f) > 0 are algebraically degenerate.

© The set of all degenerate algebraic functions of n
variables is denoted as DG(n) = {f € F, | AD(f) > 0}.

@ Nondegeneracy of a function f € F, is the following

value:
nd (f) = dist (f, DG(n)) .



Maiorana-McFarland class

e 7:V,— V, — a substitution on the space V,
@ ) € F,, — a Boolean function of n variables

M = {f(X;Y) S f2n : f(X,y) =< 7T(y),X > @zp(y)’X?y € Vn}

— Maiorana-McFarland class.



PS class

Li,...,Lyn-1 — subsets of V5,
e dmlL;=ni=1,...,2"1
o LinLi=0,i#jij=1,... 21
PSS ={f(x)=IL®...®,,}
Ly,...,Lyn-17 — subsets of Vs,
o dmlLj=n,i=1,...,2""1+1
o LinL=0,i#jij=1..2"1+1

PSJF = {f(X) = IL1 D...D /L2n71+1}

PS =PS  UPS*t



problems

© The search of efficient criteria for approving the
k-minimality of this function.

@ The development of a method of the increasing number
of variables k-minimal functions, kK > 1, is as effective as
for the k = 1.

© The development of efficient searching method of
balanced functions with a given values of
nonlinearity /nondegeneracy/algebraic immunity in the
space generated by k-minimal functions.



