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C.Shannon formulated essential confusion and diffusion
requirements for encryption algorithms. By the 60th years of the
twentieth century his recommendations were implemented in the
S P-ciphers.

The linear cryptanalysis and its dual differential cryptanalysis
led to appearance of new block ciphers including XS L-ciphers.
The diffusion property may be measured by a numerical
characteristic called the linear medium’s coefficient of diffusion
(LMCD) of cipher transformation.

Actually the linear medium of a cipher has two coefficients of
diffusion associated with the linear and differential cryptanalysis.
The related terms are the linear medium’s linear coefficient
of diffusion (LMLCD) and the linear medium’s differential
coefficient of diffusion (LMDCD) of cipher transformation. In this
presentation we will consider only the LMLCD (in short, LMCD).



Linear transformations (and their matrices) in ciphers are
characterized by the branch numbers.

Unfortunately the linear and differential branch numbers do
not distinguish substitution matrices used in SP-ciphers. All
permutations have a minimal value of the branch number equal
to 2 but different permutations have different diffusion properties
(according to Shannon) as is demonstrated by the avalanche
effect.

We want to eliminate this disadvantage by wusing the
multidimensional linear cryptanalysis.



1.1. The functional scheme defining the cipher
transformation

F:VyxVg =V, Fla,2) =b, (a,2) € Vy x Vg,

may be represented by the command sequence of its program
realization.

Here a € Vy is a block of plaintext, b € Vjs is a block of
ciphertext, z € Vi is a secret key. In the case of block ciphers
M = N.

Let

fi : Vni — Vmi, fz(.%'z) = Y, 1= 1, . ,k‘,

be nonlinear functional elements of the functional scheme
defining the cipher transformation. All other linear operations
of the functional scheme form the linear medium of cipher
transformation.



We may assume that the mappings f; are arranged so that
outputs of f; may be inputs of f; (perhaps indirectly, after linear
operations) only if i < j. As a result,

xj = cj(2,a,y1,...,Yj—1) = 2¢j +acoj +y1c1j + ... +Yj—1¢—1j,
b=crr1(2,a,y1,...,Yk) = 26 g1 + ACo k41 + - - - + YkCh k11,
where ¢; : VK+N+Zf;fmi — Vo, 5 =1,...,k k + 1, are linear

mappings.

Here ¢;j, 1=0,1,...,5—1, 5 =1,...,k,k+ 1, are a m; X n;
matrices, mg = N, ngy1 = M. Further, ¢, = 1,..., kb + 1,
are a K x n; matrices.



The linear mappings ¢; are combined into united linear mapping

C: VKJFNJFZ?:Imi -V leni+M

and C is represented by (K + N + Ele m;) X (Zle n; + M)

matrix.

The uppermost "row” of matrix C' is the matrix Cp =
= (Celyr s Ciks Cootr1). Let C be a submatrix of matrix C
consisting of "rows” (i1, ..., ik, Cik+1), @ = 0,1,...,k (suppose

¢ij = 0 for ¢ > j). Then we have equation

(Zaa7y17"'7yk)C: (xla“'axk7b)7

or

((1, y)6+ ZCO = (Z,(I, y) C= (l’,b),

where (y1,...,yx) =y, (z1,...,25) = .



1.2. Additive method of constructing s-dimensional
linear relations.

Suppose s > 1. A multidimensional linear relation of cipher
transformation is given by linear mappings L' : Vy — Vi,
L: Vg —V,, L":Vy — Vy and is represented as

n=al'+ zL+bL",

where b = F(a, z), a is a uniformly distributed random vector,
z € Vi is a fixed key.

An efficiency of the relation is characterized by probability
distribution of the vector ) on the set V;. We may use the entropy
H(n) as a measure of uncertainty of the vector 7.



The relation 7 is obtained by summing the local s-dimensional
probability linear relations of mappings f; for all ¢ = 1,...,k,
namely

mi = wili + yilf,

where y; = fi(x;). A probability distribution of n; is calculated
under the assumption that x; € V,,, are uniformly distributed.
The entire set of relations 1; is given by the set
L= (U,1,i=1,...,k) which ~ consists  of  binary
n; x s and m; X s matrices defining linear mappings

UeVy, =2 Ve, IV, = Ve, i=1,... k.

We will call this set £ as the system of the local s-dimensional

probability linear relations of cipher transformation F'.



The mappings I}, I/, i = 1, ..., k, must satisfy two requirements.

The first requirement is to move the distribution of vectors n; =

= x;l;+y;l7 near to degenerate distribution, that is to make these
vectors more specific, therefore, in particular Imi; C Iml/.

The second requirement is the conformity of the system £ =

= ((I,17),i=1,...,k), so we can reduce (but without using

equations y; = fi(z;), i =1,...,k) the sum

k k

Ne = Zm = Z($il; +yily)

1=1 =1

to the form
n=al'+ zL +bL",

where L' : Viy — Vi, L : Vig — Vi, L"” : Vjy — V5 are some linear
mappings.



The second requirement is equivalent to the solvability of the

equation
~ (U L
“(e) = ()

with respect to N x s and M x s matrices L', L. In this equation

the matrices I’,1” consist of stacked matrices I},1/, i = 1,...,k,
respectively.
If the system £ is conformal then we suppose L = Cy ( [l‘,/”>’
and
k k
ne =zl + yl"” = Z(mll; +uyll) = Z n; =al + 2L +bL" =n.
i=1 i=1

The set 2, of all conformal systems £ = (I',1”) is a vector
space over the field GF(2).



The efficiency of a key recovery depends on a value

o= &2 ~m2-(s— Hp)/2,
”L)GV@

where {pv = 2% + ey, U E Vs} is a probability distribution of 7.
The less the uncertainty of H(n) (or the greater o), the less
amount of data is needed for a key recovery attack.

This probability distribution is estimated under the assumption

that random summands 7;, ¢« = 1,...,k, are statistically
independent and z;, ¢ = 1,..., k, are uniformly distributed.
Therefore we are interested in numbers ¢ € {1,...,k} such that

xill = fi(x;)l} for all x; € V,,,, particularly I} = 0,1/ = 0. For such
numbers a random vector 7; does not introduce an uncertainty
into 1. Thus conformal systems £ having a minimal value of

e = |{i e {1,... k}|lii # 0}
are preferred.



2.1. The linear medium’s coefficient of diffusion.
In the case s = 1 the LMCD of cipher transformation with
linear medium C' is determined by the formula

S
Let the matrix A € GL(n,2) be used in so-called canonical
XS L-cipher action on V,, n = m - k. One round of this cipher
consists of two transformations. The first transformation S is
nonlinear, S = (m,...,m), m € Sy,,. The second transformation
——

K
is a multiplication of vectors from V,, by the matrix A from the
right. Round keys of the canonical XS L-cipher are equal to 0.
In the case of the canonical XS L-cipher a set 207 is replaced by

W = (&= (U1, i=1,.. k)|Vie{l,.. k:l=0s1 =0

177



By C-(A) we denote the linear medium of the canonical XSL-
cipher with 7 rounds. The branch number of matrix A is defined
as p12(A) = 61(C2(A)). If the column [ € V¥ is composed of
columns ly,...,l, € V) and

w(l) = |{] € {1,...,/—;}“]- + 0}}
then we can see that

p12(A) = le‘r/rii\rio} (w(l) + w(Al)) .

Indices 1 and 2 in the notation p;2(A) correspond to s = 1 and
T=2.

Matrices A € GL(n,2) having large branch number p; 2(A) are
preferable from the viewpoint of a cryptographic design.



2.2. Let P € GL(n,2) be a substitution matrix, then
p1.2(P) = 2. For nonsingular matrices the smallest value of this
characteristic is 2.

Thus the branch number pj2(P) does not distinguish
substitution matrices. This fact is a main disadvantage of p; 2(P).

A set of characteristics

p1+(P)=6,(C-(P))=71,T2>2,

does not change the situation.

But distinguishing of different permutations P € S,, according
to the degree of diffusion (in the sense of Shannon) takes place
in a cryptographic practice. Originally the diffusion properties of
permutations P are defined by the avalanche effect. Theorem 1
below describes optimal in this sense permutations P.



In order to formulate the Theorem 1 we must introduce some
definitions.
The substitution

TV = Vo, x=(21,...,20) = (Y1, Yn) = ¥,

is called significant if the following conditions hold:
e y; depends significantly on x; for all 4,5 € {1,...,n};
e x; depends significantly on y; for all 7, j.

The SP-ciphers comprising significant substitutions are called
canonical.

Other concept refers to directed graphs. If there exists only one
directed path from i to j for any vertices i,j € {1,...,n} and this
path contains r edges then directed graph I on n > 1 vertices is
called 9-graph of order r > 1.

For example, the de Bruijn graph on n = m” vertices is 0-graph.



Further set {1,...,n} is divided into m-subsets

The substitutions 7 of transformation .S act on vectors from V,,,;
the components of these vectors have numbers N (j), j =1,..., k.

The permutation P : V,, — V,, is associated with directed graph
I'(P) on a set of vertices {1,...,n}.

Theorem 1

If n = m" in the canonical SP-cipher and the graph I'(P) is
0-graph of order r, then the substitution (SP)" : V,, — V,, is
significant.




2.3. The results of the previous sections mean that if we
want to measure diffusion properties of matrices A € GL(mk, 2)
by the LMCD of canonical XSL-ciphers with 7 rounds and
linear medium C; then we must consider the LMCD 6,(C;)
corresponding to s-dimensional linear cryptanalysis.

In this paper we propose a 2-parameter set of branch numbers
psr(A), s = 1,....om, 7 = 2,...,[log,,n], as a diffusion
characteristic of matrix A € GL(mk, 2).

We call this characteristic the matriz’s linear characteristic of
diffusion (MLCD). Branch numbers corresponding to small values
of s, 7 are more important.

We use branch numbers p, (A1) and ps.(A2) to compare
diffusion properties of matrices A1, As € GL(n,2) only if we
can not do it using py (A1) and py (A2), s < s, 77 < T,

(s',7") # (s,7).



Consider the conformal system

e= (U1, i=1,... 1) =

1771
((l;],l;’J) i=1,...,7,j=1,...,k) € W,,
where I = Al ,i=1,...,7 =1

We put
0s(Cr) = min #fg,
cewl®\ {0}

where 25" —{SE?ZH}Z =0& (A} 1); =0,i=1,...,7
1,]:1,...,H},eg_H(z,])e{1,...,7}x{l,...,m}u;ﬂéo}(.



Theorem 2
Suppose n =m", Pj € Spr, j =0,1,...,7 =2,

]Dj(iOai]J tet 7i7‘—j—1air—j7 cee ’iT—l) =

= (ilv 000 7iT—j—17i07iT—j7 oo

20, L1y e~y bp_1 € {0,1,...,m— 1}. Then
pmr(Pj) =Tm™ Lt for j+71 <r
and

pmr(Pj) =T1m" 17 for j+71 > r.

. 7%‘—1)7




According to Theorem 2 we have

Pmr(Pr=1) < pmr(Pr—2) < ... < pmr(Pr—ry2) <
< pm,T(Pr—T-l—l) < pm,T(Pr—T) = pm,T(Pr—T—l) = .=
= pm,T(Pl) = pm,T(PO)~

Characteristic  p;,» does mnot distinguish permutations
Py, Pr,...,P._; for 7 < r and this fact is a defect of py, -
But values pp, -(P;), 7 = 0,1,...,r — 2, r — 1 are completely
different for 7 = r, and the smaller j, the greater the value of
this characteristic.



Thank you for attention!!



