Challenges in quantum
cryptography
BbI30Bbl B KBAHTOBOW
Kpuntorpadpun

From theory to practice —
OT Teopun K NpakTuke
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OCHOBHbIE OOCTUXEHNS TEOPUN U
SKCcrepuMeHTa B 061acTn NnpakTU4ecKkou
KBAHTOBOW Kpuntorpadoum

- KBAHTOBAs reHepauunst cnyvYamHbix Yncert,

- KBAHTOBAas BblpaboTKa 1 nepeaaya Kroden,
- KBAHTOBOE LUMJpOBaHME,

- JeTEpMUHNPOBaHHasl KBAHTOBAd CBSA3b,

- KBAHTOBas ayTeHTndrKauuns,

- KBAHTOBOE X3LUMPOBAHME,

- KBAHTOBas undpoBas Noanuch,

- KBAHTOBbIE NMPOTOKOMbI BPOCaHNs MOHETHI, NepeaaYn buta Ha
XPaHEeHWe, KBAHTOBbLIE Urpbl,

- KBAHTOBas NamMmdaTb (B TOM YuCre accoumaTnBHas) u
3aLUNLLEHHbIE XPaHUIMLLIA OAHHbIX,

- KBAHTOBbIN «B3MOM» KPUNTOCUCTEM, anNropUTMbl AS1Si KBAHTOBbIX
KOMMbIOTEPOB,
)




Quantum cryptography for the security
communications 1
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Quantum cryptography for the security
communications 2

Services of t

and the control system

and t

ne QKD, t

ne encryption
s for the links

ne networ

KS by:

- fiber optics communications,
- atmospheric optics communications,

- space (orbital) inter-satellite
communications,

- Interfaces for separate guantum
COMPULESS.




Quantum cryptography for the financial
and Insurance sectors

- reHepauud crnyvanHbix Yncen (OCY) ans
DaHKOBCKUX KapT, MOSIMCOB CTpaxoBaHUs,
OOKYMEHTOB CTPOron OTYETHOCTU;

- 3allMTa PUHAHCOBLIX TPAH3aAKUMN U
06paboTKn MHPOPMAaLIN B CTPaxXOBbIX
cllyydadx C NoMOLL b0 KBAHTOBOW MOAMNMUCK U
X3LUMpOBaAHUS;

- 3allMTa B3aUMOOAENCTBUSA C MiaTEXHbLIMMU,
TPAHCMNOPTHLIMU 1 BAHKOBCKMMMW
TepmyHanavy (ATM);
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Quantum cryptography for the Digital
Economics 1

CepBuchbl besonacHoCcTn gnsa Security
services for :

-«ymMHoro ropoga» (“The Smart City”),
-«yMHoro goma» (“the smart house”),
-«yMHoro odmca» (“the smart office”);
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Quantum cryptography for the Digital
Economics 2

CepBucbl be3sonacHOCTW AN4:
(Security services for):

-«3NEeKTPoHHOU Toprosnn» (“The e-
commerce”),

-«MPOMbILLSIEHHOro MHTEpHeTa» (“The
iIndustrial internet”),

-«MHTEepHeTa BelLlen» (“the internet of
things”);

P



Quantum cryptography for the Digital
Economics 3

CepBucbl be3onacHoOCTU ans:
(Security services for):

-«YMHOr0o TpaHcrnopTay, BKNo4as
becnnnoTHbIE TPAHCMNOPTHbLIE CPEACTBA,
OpoHbl 1 poboThl (“The Smart transport”),

- OXPaHHBbIX CUCTEM ODOBHLEKTOB U
aBTOMODUNen,

- CUICTEM «CBOU — YYXXOWN»,




Quantum cryptography for the social
services In the future

KBaHTOBbIE aeHTUPMKaTopsb! ansa NMC
ECUWA, anTek, NoSIMKNUHUK, OONbHUL.

KBaHTOBbLIM HOTapuar.

MHTerpnpoBaHHbIE KBAHTOBbIE KMNOYN
OOCTyrna Ha 00beKTbI (B CUCTEMbI) U
nony4vyeHna coumanbHbIX YCryr, B T.\.
34paBoOOXpaHeHNs N 0bpa3oBaHUS).

CepBuChbI (Kno4u, ycnyrm) ona gocryna K
nepcoHanbHOU reHoOMHOW UHdbopMaLnn,

 ——



[Tpobnembl, TpebyloLLME peLleHns ang
Pa3BUTUS U MPAKTUYECKOTO BHEOPEHUS
KBAHTOBbIX KpUnTOrpauiecknx CUCTEM

- hbopmupoBaHue moaenen yrpos n Hapywmntens ans KKC ¢ yyuetom mx
TEXHNYECKOM peanu3aunm n cdep NpUMeHeHns;

- JoKkasaTesnibCcTBa Kpuntorpadonyeckom CTOMKOCTN U crieunarnbHbIX
CBOWCTB C y4ETOM NPUMEHEHUN B cocTaBe (MHTerpauun) CBT,
KOMMJIEKCOB LUNPOBarbHbIX CPEACTB, TENEKOMMYHUKALMOHHOIO
obopyagoBaHus, NPUNOXEHUN U T.4.;

- CO3aHve MoAenu yrpos, HapyLUnTessi, KpUNTOCXeM, MPOTOKOSIOB,
0D0OCHOBaHWE CTOMKOCTU AS1d KBAHTOBbLIX MOBTOPUTESIEN (PENUTEPOB),
MapLUPYyTU3aTOPOB 1 ApYrux nogobHbIx npeobpasoBatenien angd KKC;

- pasBuUTnE N 060CHOBaHWE MaTEMaTUYECKUX MOAENEN U JOKa3aTeNnbLCTBA
CBOWCTB KpunTorpaunyecknx NpuMmnTMBOB, MPOTOKOSIOB U anirOpPUTMOB,
NCHOMb3YIOLWMX MHOTOKYOUTHbLIE KBAHTOBLIE COCTOSIHMSA (MPEXaE BCErO,

HecenapabenbHbIE);

- pa3BUTNE METOOOB KPUATOCUMHTES3A, KPUNTOaHann3a (B 7.4. aHanma
[IPOTOKOSIOB, Y METOAOB «MHMOPMAaLMOHHONO AocTyHay Ansg KKC.
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daKkTopbl YCKOPEHUA BHEOPEHUA
Quantum cryptography

[opoxHble kKapTbl KBaHTOBLIX TexHosornn (PIT EC, ®I n HT), nHTerpauunsa ycunun B pamkax
NporpaMMHO-LEeNeBOro noaxoaa.

[MoBbILLEHNE KayecTBa U 0OOCHOBaHME AoKa3aTenbCTB. [TpoBeaeHne TeMaTn4ecKmx
nccnegoBaHum cosgaBaemMbix KKC.

BbinosiHeHne TpeboBaHM PErynsaTopoB, AEATENILHOCTb B paMKax CUCTEMbI NINLEH3MPOBAHNS U
ceptndukaumm CK3U,

MwuHnaTropm3auus U CHKeEHME aHepronoTpebreHmns. [JoCTMmKeHNne UMNOPTOHE3AaBUCMOCTN.
NHTerpauuns c ycnyramm n HpacTpyKTypou.
PacnpocTpaHeHne nyydmnx NpakTuk U ctaHgaptmsaumns. Yyactue TK 26.
Peknama n mapkeTuHr, npoBeLeHne KoHPePEHLNN U y4acTe B BbiICTaBKax.
Bbixoa Ha 3apyb6eXHbIE PLIHKW.

[loaroToBka KagpoB C KpMATOrPadYeCKM 06pasoBaHeM. Creupyanmsaums B paMkax
a




Bonpockl gng gnckyccum

metroTca nu Hay4YHO-TEXHMYEeCKMUe OOoCTuXeHns B PP no cosgaHuio cnMctem
Ha OCHOBE KBaAaHTOBOM KpunTorpadun, 4ocTaToyHble ansa obecneyeHns
HY>X[, OTpacrien 3KOHOMUKU, KpeanTHO-pMHaHCOBOW cdrepbl N OpraHoB
rocygapCTBEHHOro yrnpasneHna?

UTO Ha ypoBHE peLleHna maTteMaTUYECKNUX U OPYrMX Hay4YHO-TEXHUYECKNX
3agad Heobxoanmo pelnTb ans BHeapeHnst KKC?

[locTtaTouHbl N gencreyowwne B PO HopMmaTuBHbIE N MeTOAUYECKNE
OOKYMEHTbI ans pa3padoTtkm n npumeHeHusa KKC? Yto n3 onbita paboTol
MeXOYyHapoaHbIX (3apybeXHbIX) opraHn3auuim MOXeT ObITb NCMONb30BAHO B
P® B obnactn HopmaTnBHOIro obecrnevyeHnsa KBaHTOBOW KpunTtorpadoumn?

CyLLeCTBYIOT NN OOKYMEHTbI perfiaMeHTUPYIOLLMX roCyaapCTBEHHbIX
MHCTUTYTOB B Apyrux ctpaHax (Hanpumep, HUCT CLUA), oTHocsawmeca K
obriactTn KBaHTOBOW KpunTorpaduun, N KakoBbl OHN?

KakoBa BO3MOXHasi posib Te€XHNYEeCKOro KoMmteTa nNo cTaHgapTmM3aunm
«Kpuntorpadpuueckas sawmta nHpopmauumny (TK26) B nHTEpEecax
pa3paboTku n npumeHeHnst KKC? MoxHo nn BblAeNnTb NEPCMNEKTUBHbLIE
HanpasneHma pabot ans coemeweHns KKC n cyuiectByowmx
Knaccuyecknx NpoToKoNbHbIX pewweHun (TLS, IKEv2/IPSec), B T.u.
pa3pabaTtbiBaemMbix B TK267

CyLUecTBYIOT N1 HOBble MaTeMaTU4YecKkne 3agayum, BO3HMKaOLLNE B CBSA3M C
NOSIBNIEHNEM KBAHTOBbLIX TEXHONOIMN 06paboTkn MHpOpMaLINK, U KaKOBbI

OHU?



Bonpoc Nel anga guckyccum

meloTcsa nm Hay4yHo-TeXHUYeckne goctumxeHusa B P no cosgaHuio
CUCTEM Ha OCHOBE KBAHTOBOW KpunTtorpadoumn, 4oCTaTouHble Ans
obecrneyvyeHns HyxXa oTpacren 3KOHOMUKU, KpeaUTHO-(pUHaHCOBOU
cdpepbl 1 opraHOB rocyapCTBEHHOIO yNpaBfieHNA?

- paboTbl PKLl, CkonkoBo
- paboTbl KaszaHckoro KU, NTMO, ...

- pabotbl I
- paboThl ...




Bonpoc Nel gna guckyccum

[NepeyeHb KpUTEPUEB AN OLEHKN FOTOBHOCTU KBAHTOBOW KPUNTOrpadum K NpakTMYECKOMY BHEOPEHUIO:
a) afeKBaTHbIN KpUTepuin Kpuntorpadmyeckoro KadecTaa Kroyen, BolpadaTtbiBaeMblx cuctemamm KPK;

6) NnepeyeHb akTyanbHbIX aTak Ha KBAHTOBbIE KpMNTorpadunyeckne NPOTOKOSbI M UX TEXHUYECKYIO peanun3aumnio, a Takke
CLeHapueB UX NpUMeHeHnst (KOMOUHUPOBaHUS);

B) NOSTHOLEHHbIN Y TMOKMUIA MHCTPYMEHTapUIN A5 NOCTPOEHUS KPUMNTOCXEM (MaTeMaTUYECKNX MoAenemn) KBaHTOBbIX
Kpuntorpaduyecknx npoToKonoB N TeXHUYecknx peanusaumm cuctem KPK;

) KOMMNOHEHTbI KBAHTOBLIX KaHanNoB, AOMNyCKatoLne JOCTAaTOYHO NOTHOE U 3KCNEPUMEHTAaNbHO BEPUDULMPYEMOE ONUCaHne
JPM3NYECKMX CBONCTB, KPUTUYHBIX ONA 3aAaHHbIX NpoTokonos KPK;

A) OoKa3yeMo CTOMKME rpu UX mexHU4YecKolU peanusauuu Ha coepeMeHHOU KoOMnoHeHmMHou 6ase npoTtokonbl KPK;

€) Hanuume 3aMHTepecoBaHHbIX NOTpebuTeNe KBaHTOBOW KpunTorpadumn n mogenein yrpos 6esonacHoctv KPK, agantMpoBaHHbIX
K NOTPEBHOCTAM AaHHbIX NoTpebuTene;

)K) MeTodbl N cpeacTBa Bepl/l(pl/lKaLl,Vll/l npaBuJibHOCTU annapaTHo—nporpaMMHoﬁ peann3aunn KBaHTOBbIX MPOTOKOJI0B, a TakKxXKe
ﬂpaKTMLIeCKOI;’I 3aLMLLEHHOCTN KOHEYHOIO N3aenna oT aTak Ha TEXHUYECKYIO pearim3auunto;

3) anpobupoBaHHbIe B NnaHe NpakTuyeckon 6e3onacHOCTV NporpaMMHo-annapaTHble pelleHns no uHterpauun cuctem KPK B
rnobanbHyo ceTeBylo MHAPACTPYKTYPY (3awwmiieHHocTb cuctem KPK oT ceTeBbix aTak, BUPYCOB U T.M.);

1) anpobnpoBaHHbIE B NfaHe NpakTu4eckon 6e3onacHoCTu pelleHns no nHterpaumm cuctem KPK ¢ nporpammHbIMm U annapaTHoO-
nporpaMmmHbiMn CK3U;

K) Halninm4vme rnoJiHoUueHHbIX TEXHNYECKNX CTaHOapTOoOB U Tp660BaHMl71 kK cuctemam KPK;

n) Hanu4une a(pEKTUBHOM CUCTEMbI SKCNIEPTHOM OLEHKM NpakTnyeckon 6e3onacHocTn cuctem KPK, a takke CK3U ¢
nHTerpnposaHHoun nogcuctemon KPK;

M) HanM4yme NONHOMYHKLMOHANbHbIX TexHnyecknx peanusaumi cuctem KPK n CK3U ¢ nHrerpuposaHHon nogencremon KPK,
roTOBbIX K NPOBEAEHNI0 TEMATUYECKUX UCCIeA0BaHUN;

H) HanMyne aKOHOMUYEeCKN 3PAEKTUBHBIX, YAOBNETBOPSAIOLNX TpeboBaHNAM NOTpebuTenen n aTTeCToBaHHbIX N0 TpeboBaHUAM K
B6esonacHocTn nHopmaumm onbiTHeIX 06pasuoB CK3U ¢ nHrerpuposaHHon nogencremon KPK.




Bonpoc Ne2 aona auckyccum

UTO Ha ypOBHE peLleHns MaTeMaTUYECKNX N OPYrMX Hay4YHO-
TEXHUYECKNX 3aaa4 HeobxoamMmo pewnTtb ans BHeagpeHna KKC?

- PeweHune 3aga4y, cBA3aHHbIX C AOKa3aTeNlbCTBOM CTOMKOCTU NPOTOKOJ10B AJ14 KKC

- PelueHne 3agay, cBs3aHHbIX C rapaHTUPOBAHHOW OETEPMUHUPOBAHHOM KBAHTOBOW
nepenayen nHopmaumm
- PeweHune 3agay cuHTe3a ctonkux KKC
- PeweHne 3agayv ceteBon besonacHocTu ans npumeHeHnn KKC




Bonpoc Ne3 anga auckyccum

[ocTtaTto4Hbl Nn gencreytowme B PO HopmaTuUBHbIE U METOANYECKNE
OOKYMEHTbI Ansa pa3padoTtkn n npumeHeHuss KKC? Yto n3 onbita
paboTbl MeXayHapoaHbIX (3apybeXxXHbIX) opraHn3aumin MoXxeT
6bITb Mcnonb3oBaHo B PP B obnactn HopMmaTUBHOIO
obecrneyvyeHnsa KBaHTOBOM Kpuntorpadumn?

[NMocTaHoBneHune lNpaButensctea PO ot 16.04.2012 r. Ne 313.
MonoxeHune MNMK3-2005.

TpeboBaHua k CK3U.

Ctangaptbl ETSI.




Bonpoc Ne4 ana guckyccum
CyLLecTBYIOT NN OOKYMEHTbI PperfiaMeHTUpYHLMX
rocyaapCTBEHHbIX MHCTUTYTOB B APYrnx CTpaHax (Hanpumep,
HUCT CLUA), oTHOcAWmMeCs K 0bnacTn KBaHTOBOW KpunTorpaduu,

N KAKOBbl OHN?
QC in documents of NIST and HS

2014 Technologies Summary

For additional information about any of the following technologies contact the TTP program at ST.TTP@hq.dhs.gov

Cyber Security Division
Transition to Practice
Technology Guide 2017

Homeland
Security

Science and Technology

CodeDNA

Johns Hopkins Applied Physics Laboratory: CodeDNAis a
scalable, technology that ity-
based defense against malware attacks. It supports crowd-
sourcing of information by providing a robust malware
identifier (fingerprint) that is deterministic and repeatable
for correlating reports, analyses, and other information
about attackers, yet cannot be used 1o re-Create the
original malware.

For more information, contact
Shaku Har . Shaku.Harsk ih jiu
and Kathleen McGili, Kathleen McGill@jhuapl edu

Quantum Security

Los Alamos National Laboratory: Quantum Security is
comprised of two technologies: Velocirandor, a small,
Iow-cost, deployable solution for the generation of secret
random numbers (keys) at high rates, and Quantum Secured
Communications, which leverages Quantum Key Distribution
1o replace all of the key management services provided by a
public key infrastructure. Velocirandor and Quantum Secured
Communications are licensed and available commercially
from Whitewood Encryptions Systems.

For more information,
contact Raymond Newell, raymond@lanl.gov

CryptAC
Massachusetts Institute of Technology-Lincoln Laboratory:
CryptAC provides cryptographic access control to enable
secure storage of data in public clouds. It presents
a seamless view Of fine-grained access control and
data organization to return control of data security to
data owners and separate data security from storage

to enable ity with multiple cloud
service providers.

For more information,
contact Gene Itkis, itkis@ILmit.edu

LOCKEMA

Institute of Lincoln Laboratory:
Lincoln Open Cryptographic Key Management Architecture
(LOCKMA) is a software component that simplifies the
task of adding Cryptographic protections and underlying
key management to software applications and embedded
devices such as mobile devices, unmanned vehicles and
sensors as well as larger systems. LOCKMA is licensed to
several companies for use in government solutions.

For more information,
contact Roger Khazan, rkh@Il.mit.edu

Digital Ants

Pacific Northwest National Laboratory: Digital Ants is a
nature-inspired resilient cybersecurity technology designed
to protect large enterprise networks and next-generation
critical infrastructures. Digjtal Ants is lightweight and

uses automatic leaming to reduce the human cost of
configuration and supervision. Digital Ants uses minimal
network and computational resources.

For more information,
contact David McKinnon, david.mckinnon@pnnl.gov

PACRAT

Pacific Northwest National Laboratory: The Physical and
Cyber Risk Analysis Tool (PACRAT), a vulnerability and risk
analysis software package, blends the methodology and
assessment process used in physical and Cybersecurity
domains to provide a comprehensive assessment of the
security strategy. PACRAT has been licensed to Rhino Corp
adding capability to its existing products.

For more information,
contact Doug MacDonald, douglas.macdonald@pnnl.gov

S&T HSARPA CYBER SECURITY DIVISION | TRANSITION TO PRACTICE PROGRAM | 2017 TECHNOLOGY GUIDE




QC in documents of NIST and HS

Quantum Security

Los Alamos MNational Laboratory: Quantum Security is
comprised of two technologies: Velocirandor, a small,
low-Cost, deployable splution for the generation of secret
random numbers (keys) at high rates, and Quantum Secured
Communications, which leverages Quantum Key Distribution
1o replace all of the key management services provided by a
public key infrastructure. Velocirandor and Quantum Secured
Communications are licensad and available commercially
from Whitewood Encryptions Systems.

For more information,
contact Raymond Newell, raymond@lanl.gov

WHITEWOOD ENTROPY ENGINE™




Bonpoc Ne5 anga guckyccuu

KakoBa BO3MOXHasi posfb Te€XHNYEeCKOro KoMmteTa nNo cTaHgapTmM3aunm
«Kpuntorpadgpuyeckaa sawmurta nHgpopmaumny» (TKO26) B HTEpPECcax
pa3paboTku n npumeHeHnst KKC? MoxHo nn BblAennTb NEPCMNEKTUBHbLIE
HanpasneHua pabot ans coemelweHns KKC u cyuectBytowmx
Knaccmn4ecknx npoToKonbHbIX pelwieHun (TLS, IKEv2/IPSec), B T.u.
pa3pabaTtbiBaemMbix B TK0267?

- PekomeHgauum no ctaHgaptudauum TKO026 «[MpuHuunesl pa3apaboTkn 1
MoAepHM3auumn WndgpoBanbHbIX (KpunTorpadomuyecknx) cpeacTs 3awmThbl
nHpopmaumm (2016). www.tc26.ru/standard/draft/MpunHumnel_14.11.2016.pdf

- CocTosiHne paboT B pamMKax 3KCNEepPTHOro coseTta no kpuntorpadgpun B IETF.
- PekomeHgauum TK026, Tpebyowme pa3sutna. HanpaBneHnsa OBMKEHUSI.



http://www.tc26.ru/standard/draft/%D0%9F%D1%80%D0%B8%D0%BD%D1%86%D0%B8%D0%BF%D1%8B_14.11.2016.pdf

Bonpoc Ne6 anga auckyccum

CyLLIECTBYIOT NN HOBblE MaTeEMaTUYECKNE 3a[a4M, BO3HUKAIOLLIME B CBSA3N C MNOSIBNIEHNEM
KBAHTOBbIX TEXHOMOMM 06paboTKN MHADOPMALIMK, N KaKOBbI OHN?

- CUWHTE3 KBAHTOBbLIX MPOTOKOMOB M KpUnTorpaniecknx NpMMmMTUBOB (KBAHTOBLIN
X3LU, KBAaHTOBas Noanucb, AeTEPMUHMPOBaAHHAA KBaHTOBasi nepedaya, u T.n.), B
TOM 4Yncne C UCNonb3oBaHNeEM HecenapabenbHbIX MHOIOKYOUTOBLIX KBAHTOBbLIX
COCTOSAHUN.

- OueHka KpI/II'ITOFpad)I/I‘-IeCKI/IX Ka4vyecCTB KpmnTorpacbmquKmx arnropuTmMoB
NPOTOKOJ10B C YH4ETOM pPa3BUTUA KBAHTOBbIX BbIYMNCIIEHUN N KOMMNbOTEPOB.
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