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ractical secrecy

Let x€{l,...,N} betherandomkey, zeZ
- random observation, P (m, z) - the joint probability distribution,

P(i(z)[z)=..2 P(iy (z)[z)=..2 P(iy (2)|2)
- the ordered posterior probability distribution of keys,

(i,(z),...iy(z)) - asome permutation of  {L...,N}
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i
Probability of success: 75 (M)=P(xeK,(M))=>"p:,

p,, = > P(i,(2)|z)P(z). Restriction: (M )=z,

YA=YA

The average amount of work to determine the encryption key

M
% k& p
1-7z,(M)IM + 7, (M m m
F_QS(M): SUT :( U( )) U( ); 7z-u( ):
75 (M)-T 75 (M)
1-rm, (M) M P
M+ > m T
7y (M) ; 7y (M)
- f” M) the expectation of steps before the first success,
75 (M)
im P - the expectation of number of keys tested
(M
7y (M)

on condition xeK,(M)
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The practical secrecy of akey: Q"= min Rj(M)<

M: 7z (M )2
The total variation distance
d =%Z P(m,z) ——P

m,z

)-2P@)( 32

yA=YA =1

P(mlz)- |

We have proved the inequality (CTCrypt 2016)
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It Is interesting to include the point M = 0 In the set of keys to
be tested. This Is the case when keys are not tested for some
observations.
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Let D < Z be some region of observations, P(n e D)= P(D).
The algorithm U s that we wait until anevent ze D occurs,
then we arrange the keys and use the exhaustive key search
algorithm.

Probability of success P(D), the practical secrecy of a key

q :ngpg)gﬂoﬁs([))’ D):ZIE((E))(mZN;mP(Im(ZNZ)j

zeD

In general (the advertised result)

2d N(1—8d/7zo)+1j

0’ :M’Dzﬂrg](lﬂn’D)ZﬁORJ(l\/l ,D)Z(l—ﬂ_—o)( >
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Individual attack in quantum cryptograp
1. QKD protocol BB84:

R —basis:we {0,1} = ‘g0> c {‘O>,‘1>},

D —basis: w e {0,1} 3‘¢>€{‘O>+\1>,\1>‘\0>}

2 2
2. Individual attack :
WAZ(WlA,...,WLA), WBz(WlB,...,WE)
W* = (WlE,...,WE) - bit strings of Alice, Bob and Eve.
Probability of error:

pABZP(WiA;tWiB), pAEZP(WiA¢WiE)
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Mechanism of individual attack
(R —basis), |A) - Eve's ancilla
(quantum memory)
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3. Reconciliation procedure:

block partitioning, parity checking in blocks, deleting part of
the bits,
W e {O,l}S - common bit string ,
S=L-s, s - the number of bits to be deleted.

4. Privacy amplification:
W e {0,1}S W) 54 e {0,1}"- final key, g — random function.

G :{g ;{0,1}S _>{0,1}”} - 2-universal set of functions:

W, =W, P(g(W,)=g(W,))<2"

W
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An example:

g e GF (2S ) W e {0,1}S IS Interpreted as an element GF (2S )
then  x{0,1)" - the firstn bits of g-W eGF(2°)
Before amplification:

P(W /WE), W €{0,1}” - posterior distribution,

R(W/WE): —'OQ{Z[P(W /WE)ﬂ - conditional Renyi entropy,
W

R(W/W*)=-log,E,. [Z[P(W /WE)ﬂ
- average conditional Renyi entropy

W
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After amplification:
Generalized Leftover Hash/Privacy Amplification Lemma

. P(g(W).(g.WE))-2"P(g.W*®) <

2W,g,WE

s%\/expz{—ﬁ(W/WE)+ n},

g(W)=me{l..,N},N=2" - key set,

(g,W - ) —7ecZ - observations
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1

=%Z P(mz)-P(2)

We have:

< %\/expz{—ﬁ(W/WEﬁ n}

ﬁ(W/WE)z F?(WA/WE)—S
WE=W"®7, 7=(7,,..,7,)—iid, P(z; =1)=p,e, then

R(W*/WE)=—log, ¥ P*(r)=-Llog(pk +(1- P, )’ ),
TE{O,].}L

d s%\/expz(Llog(piE +(1- pAE)2)+s+n)
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Example:
N=256, p,,=5%, P, = % P (1= Py ) =0.282, L =1500,

s~L/2=750, S~750, d<107",

0> 1_2d N(1—8d/7ro)+1zN+1
7, 2 2

The end
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